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The TIC Council Supports a robust Cybersecurity Framework 
for Industrial Control Systems 
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Appenix 1 – Overview of IEC 62443 and  ICS applications  
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Security Objective EU 
Cybersecurity act 

IoT Cybersecurity 
Improvement Act  and NISTIR 
8259A 

IEC 62443-4-1 IEC 62443-4-2 

  Secure development  All requirements    

  Identity management    CR 1.4  

  Patching  Practice 7 – Security update 
management 

  

  Configuration management    CR 7.6 

Protect stored, transmitted 
or otherwise processed data 
against accidental or 
unauthorized storage, 
processing, access or 
disclosure during the entire 
life cycle 

Data Protection: The IoT 
device can protect the data it 
stores and transmits from 
unauthorized access and 
modification 

  CR.4.1, 4.2, 4.3 

Protect stored, transmitted 
or otherwise processed data 
against accidental or 
unauthorized destruction, 
loss or alteration or lack of 
availability during the entire 
life cycle 

Logical access to Interfaces: 
The IoT device can restrict 
logical access to its local and 
network interfaces, and the 
protocols and services used by 
those interfaces, to 
authorized entities only 

 CR 1.1, CR 1.2, CR 1.5, CR 1.7, 
CR 1.11, CR 2.1, CR 2.2, CR 
2.13, CR 7.7 

Authorized persons, 
programs or machines are 
able only to access the data, 
services or functions to 
which their access rights 
refer 

Device Identification: The IoT 
device can be uniquely 
identified logically and 
physically 

 CR 1.1, CR 1.2 

Identify and document 
known dependencies and 
vulnerabilities 

 Practice 1 – Security 
management SM-11, Practice 
6 – Management security 
related issues    

 

Record which data, services 
or functions have been 
accessed, used or otherwise 
processed, at what times 
and by whom 

Cybersecurity State 
Awareness: The IoT device can 
report on its cybersecurity 
state and make that 
information accessible to 
authorized entities only 

 CR 2.8, CR 2.12 

Make it possible to check 
which data, services or 
functions have been 
accessed, used or otherwise 
processed, at what times 
and by whom 

Logical access to Interfaces: 
The IoT device can restrict 
logical access to its local and 
network interfaces, and the 
protocols and services used by 
those interfaces, to 
authorized entities only 

 CR 2.8, CR 2.9, CR 2.10, CR 
2.11, CR 2.12 
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Verify that ICT products, ICT 
services and ICT processes 
do not contain known 
vulnerabilities 

 Practices 5 Security validation 
and verification testing SVV-1 
to SVV-5 

 

Restore the availability and 
access to data, services, and 
functions in a timely manner 
in the event of a physical or 
technical incident 

Device Configuration: The 
configuration of the IoT 
device’s software can be 
changed, and such changes 
can be performed by 
authorized entities only 

 CR 7.4, CR 7.6 

Provided with up-to-date 
software and hardware that 
do not contain publicly 
known vulnerabilities and 
are provided with 
mechanisms for secure 
updates 

Software Update: The IoT 
device’s software can be 
updated by authorized 
entities only using a secure 
and configurable mechanism. 

Practice 7 Security update 

management SUM 1 to SUM 5 

Practices 5 Security validation 
and verification testing SVV-1 
to SVV-5 

CR 3.4, CR 3.10 

CR x.x indicate the component requirement as per IEC 62443-4-2 

 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016L1148
https://eur-lex.europa.eu/eli/reg/2019/881/oj
https://www.nist.gov/news-events/news/2020/12/nist-releases-draft-guidance-internet-things-device-cybersecurity
https://www.nist.gov/news-events/news/2020/12/nist-releases-draft-guidance-internet-things-device-cybersecurity
https://www.congress.gov/bill/116th-congress/house-bill/1668
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180SB327
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180SB327

